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® making schedule the priority for releasing available capability and not
requiring (or expecting) a “‘yes” vote from every functional organization
prior to decision milestones

® making sure that users are trained and prepared to receive the new

capability

Model Characteristics

The proposed acquisition process is divided into four phases (Figure 20).
Each phase begins with either a milestone decision authority—level decision
review or a milestone event to ensure adequate knowledge is available to proceed
to the following phase, which is associated with increasing levels of investment.

Figure 20. A New Acquisition Process for Information Technology

The new model characteristics, 2 number of which are consistent with DOD’s
new acquisition process model, are critical to success:

* Sound structure and effective oversight. The model is divided into
four phases:

1. Business Case Analysis and Development. Establish the need for
the proposed capability and develop the concept for the proposed
solution. The phase begins once an Initial Capability Document and
draft Concept of Operations are approved, based on an identified
mission need.
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2. Architectural Development and Risk Reduction. The core
architecture is built and architecturally significant features
demonstrated. Prototyping begins during this phase and continues
throughout the acquisition life cycle to assess the viability of
technologies and minimize high-risk features, while simultaneously
refining user capability expectations.

3. Development and Demonstration. The period when operational
capability is built and delivered for a discrete number of releases.
Capabilities are prioritized and parsed into groupings to establish
release baselines for the sub-programs. Includes development of
training programs and testing in realistic environments to ensure
successful fielding of new capabilities.

4. Operations and Support. Provides materiel readiness, user training,
and operational support over the total program life cycle.

Enhanced stakeholder engagement and analytical rigor at the
enterprise level. Today’s practice of not extending the architecture and
engineering systems analysis rigor from the enterprise level down to the
program level has resulted in poor acquisition outcomes. While the
proposed acquisition may well serve the individual DOD component, it
is often ill equipped to foster modern “enterprise” behavior. Under the
proposed process, program initiation depends on a credible business case
based on analytical rigor applied and reviewed at the program and
enterprise levels. The business case should demonstrate that while the
solution may serve the unique needs of the individual DOD component,
it must also add value when appropriate to the larger enterprise. There is
a natural tension between the goals of the individual program and the
goals of the enterprise. Individual programs often can quickly develop
capabilities if they ignore enterprise needs. However, these capabilities
are not likely to be interoperable. Activities that do not seem to need
interoperability mechanisms today often will tomorrow. Further, as one
looks across the enterprise at a set of mission-specific program
developments, one inevitably sees redundancy and inefficiency.

Nonetheless, processes for managing the trade-offs between local
program-based decision making and enterprise coordination are
themselves time-consuming. The model proposed here puts specific
emphasis on this problem by calling for up-front analysis (when
requirements are most flexible and costs are lowest) so that good
decisions—including decisions about enterprise integration—are made
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when they can have high impact. Assurance of this enterprise compliance
is a critical role of the DOD CIO.

Acquisition processes and governance must ensure full and effective
integration of CIO roles and responsibilities for I'T professionals—
throughout the process.

Prototyping. Each increment of development must be supported by
early and continuous prototyping to ensure that the necessary
technologies and functionality will be available in real time to support
development. The model embraces continual technology development,
prototyping, and the accompanying requirements maturation throughout
the acquisition life cycle.

Training and testing. To successfully field capabilities, comprehensive
testing, training, and follow up user support is required. The extensive
prototyping should enable user feedback and training program
development to be effectively incorporated into the program early and
continue throughout development.

The model also introduces some important new characteristics:

Multiple rapidly executed increments/releases of capability. Each
increment would be responsive to a single approved Capability
Development Document (CDD) and each would be fully funded. In an
important departure from current practice, each increment of capability
would include multiple (“N”) capability releases, each a useful stand-
alone capability consistent with the approved CDD. The need for more
than “N” releases would trigger a new CDD and subsequently a new
increment. Each release would be developed in approximately 18 months
of less. Releases, in turn, are sub-divided into multiple iterations to
facilitate assessment of progress by prioritizing work scope into a smaller
subset of functionality that is tested and potentially deployable. It is
important to emphasize that smaller increments allow for better
synchronization with enterprise capabilities now evolving at the same
rapid rate as the program capabilities. More frequent releases allow
opportunities to continually address integration and interoperability
issues rather than having to get them all “right” in the requirements
phase.

All releases would be accommodated by the baseline for the increment
or, consistent with recent changes to statute, could be treated as sub-
programs with unique cost, schedule, and performance parameters.


jmartin
Highlight

jmartin
Highlight

jmartin
Highlight

jmartin
Highlight

jmartin
Highlight


NEW ACQUISITION MODEL | 51

Prototyping will typically be employed in each release, but whether it is
necessary will depend on the capability goals of the particular release.
Deployment would be based on the results of testing and approved by
the acquisition decision authority. In short, this approach replaces the
current “big bang” model with a responsive alternative that provides
incremental mission capability much sooner.

Thoughtful satisfaction of requirements. The objective of this new
model is to develop and deploy the highest priority mission capability
first. Therefore, capabilities defined in the CDD should be prioritized,
and, where appropriate, grouped into a limited number of time-phased
releases that correspond to mission priority. While each increment will be
supported by an approved CDD, an agile approach would, with the
active engagement of the requirements community, allow for (and
encourage) reprioritization of requirements for each iteration and release
(and for the increment as a whole) based on subsets of functionality to
prevent delay and facilitate rapid development/deployment. While rapid
introduction of smaller releases of capability is attractive, it must be
moderated by potential confusion in the field and the training required in
support of each release. Therefore, tight coordination between user
operators and developers is required to schedule each release.

Better informed cost estimates. By decomposing and managing an
acquisition in well understood and thoughtfully described smaller units,
the Department’s process for creating realistic initial cost and schedule
baselines has the potential for significant improvement. As noted by the
earlier references to RAND, GAO, and Defense Science Board reports,
the acquisition and resourcing processes do not always produce realistic
cost and schedule estimates; hence program buy-in with very optimistic
estimates is common while resulting cost and schedule performance is
poor. To enhance the fidelity of cost and schedule estimates, the new
model departs from the current practice of requiring a cost estimate only
at program initiation. Instead, each release is treated as a sub-program for
purposes of cost and schedule estimating and reporting. Following the
initial cost estimate at the “build decision” (program initiation), estimates
are refined after each release to reflect program results based upon
realized performance and forward-looking priorities. The Department
should also embark upon an effort to improve analytical rigor by
expanding the analysis beyond previous DOD cost information;
estimates should leverage all relevant cost databases. The task force
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recognizes that experienced analysts necessary to achieve this fidelity are
not currently available in the Department or the Services.

Contracting and funding. We envision a lean, commercially based
acquisition model that emphasizes extensive analysis prior to
development, a flexible requirements process, better cost estimates, and
modular and incremental development and fielding over shorter cycles.
This model implies that each development increment will result in less
than the ultimate capability—a change that the Department and Services
should be prepared to accept. In addition, and important to the success
of this new model, the contract vehicles used to acquire these increments
must be flexible enough to allow for changes in delivered capability
within a particular increment or allow capabilities to be deferred to
subsequent increments if the capability realization must be delayed
without onerous cost consequences to the government.

This contracting approach will require careful definition of the expected
increments of capability as well as flexibility within the contracting
vehicle to allow the program manager to defer based on his or her own
authority. When the requirements for subsequent increments of
capability are not sufficiently refined to support detailed cost estimating,
DOD should embrace the concept of “level-of-effort” funding. This
approach will ensure that adequate funding is continuously available to
support multi-increment developments and, as important, to upgrade and
sustain fielded capability. It will also require significant training and
culture change for DOD contracting officers and program officials. This
model, in effect, “fixes” budget and program timelines. The burden,
then, is on the program to define capabilities that can be fit into those
constraints. Finally, just as there is no substitute for acquisition leadership
experience, the same is true for contactors. For contact award, program
managers need to strongly consider relevant contactor experience and
past performance, especially in large acquisitions, and ensure that key
personnel are committed for the duration of the project.

More frequent but less formal progress reviews. As defined earlier,
progress in today’s acquisition oversight process is accomplished through
overlapping and protracted coordination, which tends to make change at
the margin rather than enable substantial trade-offs. Instead, the I'T
acquisition process requires continuous “hands-on” oversight beginning
at the Material Development Decision via quarterly program reviews to
get first-hand progress as reported by the program manager. Program
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reviews, tied when possible to release “iterations,” will expose flawed
programs or poor design early while the program is small and, by forcing
early integration, it avoids the downstream issues resulting in more robust
and maintainable designs. Multiple decision points can be interspersed
throughout the program based upon the inherent risk and program life
cycle.

= Tailored testing practice. Test planning, test execution, and post-
deployment support cannot be based upon traditional thinking that scope
and content is fixed at the beginning. Instead of a single test event,
acquisition activities rely on development test events after each iteration
and operational testing to support decisions to field the release. An
especially important planning consideration is the use of automated
testing to allow effective iterative testing of previous functionality.

*= Modular, open-systems approach. In an operational setting, the I'T
acquisition process requires movement to an open architecture structured
for ease of upgrades. A fundamental step is to partition the design into a
hierarchy of individual modules (both hardware and software) with well
defined interfaces based on open standards, such that the inputs and
outputs of a module are effectively isolated from the specific design
utilized inside that module. Thus, so long as interface requirements are
satisfied, changes can be made within a module without impacting higher
level system functionality and reuse of modules is enabled.

The use of standards-based reference models, well-defined and published
interfaces, and test and acceptance criteria ensures transparency and the
widest range of options in vendor selection. A standards-based, open
system serves to mitigate the specification of a system for a vendor’s
proprietary product, but also helps to prevent restrictive intellectual
property rights issues and vendor lock-in. This practice clearly follows
commercial best practices; however, in rare instances a more deliberate
government specific policy may be needed to increase the information
assurance position of critical systems.

The growing importance of information demands focused management of
the information technology enterprise. The policy revisions proposed here are
consistent with current best commercial practice, have been employed
successfully by industry (and to a far lesser degree in DOD), and reflect
principles that are both effective and applicable to the DOD IT acquisition
environment. The employment of an agile approach will increase IT capability,
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program predictability, reduce cost, and decrease cycle time—all business
imperatives, especially in a potentially austere budget environment.

Model Phases

Each phase of the new acquisition process for information technology is
described in more detail below.

Business Case Analysis and Development

The Business Case Analysis and Development phase establishes the need for
the proposed capability and develops the concept for the proposed solution.
During this phase designers will develop an understanding of the operational
objectives, the operator’s perspective of the criteria for success, and the
implications for architectural imperatives and complexity issues. This activity
includes understanding the goals, rules, data flows and interdependencies of the
proposed system with existing systems in the mission context. It also includes
cost/benefit trade-off analysis (the analysis of alternatives and business case
analysis) to not only identify the preferred solution but also to quantify benefits
of the proposed solution. The sponsoring component can accomplish this via
business/system context diagrams, modeling, and data transaction diagrams to
illustrate key attributes in context of the larger enterprise.

The phase begins with a Materiel Development Decision review led by the
milestone decision authority. The purpose of the review is to gain approval for
the Initial Capability Document and draft Concept of Operations resulting from
the analysis of current mission performance and potential concepts across the
DOD components, international systems from allies, and cooperative
opportunities. Guidance for the analysis to be conducted during the phase is also
approved. Approval of these documents is required for entrance into the phase.

The DOD component(s) accomplish cost/benefit analysis by balancing
incremental investments with returned value (qualitative and quantitative results)
that can offer accountability with stakeholders by tracking results over time.
Analyses consider the probability and confidence levels of performance,
scalability, cost growth, changes in commercial performance and standards,
enterprise benefits, and range of uncertainty.

The Business Case Analysis and Development Phase exit criteria are met
when the business case has been completed, materiel solution options for the
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capability need identified, and the approved Initial Capability Document
recommended.

Architecture Development and Risk Reduction

The purpose of the Architecture Development and Risk Reduction phase is
to build the core architecture, demonstrate the architecturally significant features,
and gain user support for the proposed conceptual technical solution. While the
concept of prototyping begins during this phase, continuous prototyping activity
is needed throughout the acquisition life cycle to assess the viability of
technologies and minimize high-risk features while simultaneously refining user
requirements. Therefore, it is expected that technology development and
prototyping activity continues in support of follow-on releases and/or
increments of capability. Completion of this phase of activity does not mean that
a program has been initiated.

Entrance into this phase depends upon an approved business case including
a proposed materiel solution(s), economic analysis, draft CDD, full funding for
architecture development and risk reduction activities, and enterprise engineering
artifacts highlighted in the earlier phase.

Activities in this phase begin with a decision review marking the formal entry
point into architecture development and risk reduction. At this review, the
milestone decision authority assures that the exit criteria of the Business Case
Analysis and Development phase have been met and approves the proposed
materiel solution and the technology development strategy, which describes the
phase activities, funding, and objectives.

A System Requirements Document is developed based on capabilities
outlined in the draft CDD. These prioritized requirements are subsequently time-
boxed and decomposed into lower level requirements. A time-phased workload
assessment is needed to identify the manpower and functional competency
requirements for successful program execution and the associated staffing plan,
including the roles of government and non-government personnel.

A list of known or probable Critical Program Information and potential
countermeasures in the preferred system concept is also initiated during this
phase. This activity is extended throughout the acquisition life-cycle to identify
critical technologies and prototypes that may inform program protection and
integration in subsequent acquisition activities.
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Multiple risk reduction demonstrations focused on small subsets of
functionality may be necessary before the user and developer agree that a
proposed technology solution is affordable, militarily useful, enterprise aligned,
and based on mature, demonstrated technology. (Enterprise alignment refers to
synchronization and prioritization in terms of contribution of the larger
environment.) Leveraging draft operational requirements, the program manager
defines the system architecture, system-of-systems functionality and interfaces,
and complete hardware and software detailed design for the system and
increment.

The DOD component’s CIO conducts IT maturity assessments against
standards set by the American National Standards Institute, Institute of
Electronic and FElectrical Engineers, or The Open Group’s Architectural
Framework to assess the proposed solution and its ability to support an open
architecture framework while addressing information security concerns. While
the objective is to develop IT systems based on mature technologies, in rare
instances where this may not be the case, the milestone decision authority, in
consultation with the DOD CIO, determines whether TRAs and TRLs are
necessary for acquisitions involved in fundamental advances in science and
engineering underlying the cyber infrastructure and leap-ahead technologies (i.e.,
acquisitions truly involved in technology-push).

The Technology Development Strategy includes a description of how the
materiel solution is divided into increments, releases, and capability iterations. It
also includes strategies needed to rapidly incorporate technology solutions and
establish the number of prototype units or engineering development models that
may be produced in support of development and demonstration activities. The
initial capability increment, including the sub-division of capability into releases,
is to be defined by the Capability Development Document. Each release should
not exceed approximately 18 months and should be further sub-divided into
iterations (nominally three in number). Each iteration represents a subset of
useful functionality that is tested and potentially deployable. Because of
operational considerations, iterations are typically bundled together, operationally
tested, and deployed via a release.

During Architecture Development and Risk Reduction, the user prepares the
Capability Development Document to support the acquisition program. The
CDD builds on the Initial Capability Document and provides the detailed
operational performance parameters necessary to complete the proposed system
design. These requirements are prioritized and parsed into groupings to establish
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baselines for initial and subsequent releases. The program manager decomposes
these operational requirements by translating the requirements into features of
functionality. These features are further decomposed and prioritized into smaller
units of functionality and incorporated into the Technology Development
Strategy planning.

The project exits Architecture Development and Risk Reduction when an
affordable program increment of militarily useful capability has been identified
and approved by the proposed user; the technology approach for that program
has been assessed; architectural and design risks have been identified and
assessed; cost estimates are complete; and a system or increment can be
developed within a short timeframe to achieve the time-certain mandates
imposed by Congress.

Development and Demonstration

The purpose of the Development and Demonstration phase is to build and
deliver operational capability for a discrete number of releases. Releases beyond
that planned number restart the entire process and would typically be associated
with a follow-on increment.

Entrance into this phase depends upon an approved CDD and proposed
acquisition strategy and acquisition program baseline for “N”’ releases established
at the Milestone Build Decision. As noted eatlier, the requirements are prioritized
and parsed into groupings to establish release baselines for the sub-programs.
Likewise, appropriate planning documentation similar to those required for the
current Milestone B decision is approved by the DOD component. In contrast
to today’s acquisition paradigm, these documents are considered “living
documents” requiring updates at the end of a release. Finally, the program is fully
funded; therefore, all releases for a given capability increment are fully funded at
the Milestone Build Decision.

The Development and Demonstration Phase activities begin with a milestone
decision review marking the successful completion of architecture development
and risk reduction and commitment to develop and operationally field mission
capability. At the Milestone Build Decision, the milestone decision authority
approves the acquisition strategy and the acquisition program baseline, which is
documented in a decision memorandum.
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Leveraging the requirement priority set forth in the validation process, the
program manager updates the architecture as necessary and completes design of
the initial release with increasing level of detailed design associated with the first
iteration. 'This includes system and system-of-systems functionality and
interfaces, and complete hardware and software detailed design for the release.
Also, the development of user training and implementation plans coordinated
with the proposed releases are completed and verified through testing.

Following design activity, the development effort is focused at the iteration-
level to produce system capability needed to satisfy approved requirements.
Developmental test and evaluation is conducted to assess technical progress
against critical technical parameters and, where appropriate, the use of modeling
and simulation to demonstrate system and system-of-systems integration.

Following the nominal completion of three iterations, an Initial Operational
Test and Evaluation IOT&E) is accomplished prior to operationally fielding a
release. An operational release is preceded by a decision from the milestone
decision authority approving each release and follows successful IOT&E.
IOT&E and fielding decisions are conducted for each release until the program
satisfies the requirements for the increment.

Operations and Support

The Operations and Support phase provides materiel readiness and
operational and user support over the total program life cycle. Training users in
the new capability and providing support for initial use is critical to successfully
fielding the capability. Training programs should be tested and evaluated to
assure that they are comprehensive and effective. Life cycle sustainment planning
and execution seamlessly span a system’s entire life cycle. It translates force
provider capability and performance requirements into tailored product support
to achieve specified and evolving life cycle product support availability, reliability,
and affordability parameters. Entrance into this phase depends on meeting the
following criteria: an approved Life Cycle Support Plan and a successful
Deployment Production Decision.

Subsequent Increments

Consistent with an evolutionary approach, multiple increments may be
required to satisfy the capability need. In that case, each follow-on increment
typically begins at the Milestone Development Decision and capitalizes on
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continuous technology development and prototyping activity. Additional
increments start the decision process again and must have approved
requirements, be based upon mature technologies, have an acquisition strategy
and baseline approved by the milestone decision authority, and be fully funded.

Deciding When to Use the New IT Acquisition Process

It is important to clarify when to use the new IT acquisition process versus
the improved DOD 5000.02 process for major weapon systems and
communication satellites. In addition, it is also necessary to reduce potential
confusion about technology development.

The use of the improved DOD 5000.02 process for major weapon systems is
required when there are many design trade-offs for both hardware and IT
systems and for partitioning the functions and interoperability of embedded IT
systems and subsystems in a new system, while assuring interoperability and
network compatibly with the larger enterprise. At the same time there are likely
to be areas of needed technology development that require advances in science
and engineering that have little or nothing to do with I'T—such as new material
properties, increased speed, or stealth. This later scientific and engineering
technology development should not be confused with the traditional jargon of
the IT community that defines technology development neatly interchangeably
with software development and hardware integration.

The use of the new IT acquisition process is for new or replacement stand
alone IT systems and subsystems or for replacement IT systems embedded in
existing weapon systems that are to be upgraded when there is little or no change
in the hardware not associated with IT. It may also be appropriate to use the IT
acquisition system process concept within the 5000.02 process for new
embedded IT systems in a major weapon system acquisition as the I'T technology
could otherwise be a few generations old at IOC.

While one could argue that this required new decision could add confusion
to the process, one could also argue that if the leadership and program managers
cannot sort out this high-level decision they have no chance of effectively
managing or overseeing the program.
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Chapter 7. Summary and Recommendations

As stated at the outset of this report, I'T acquisitions continue to grow in size,
cost, and complexity, and the percentage of embedded IT in weapon systems is
growing. Yet at the same time many IT acquisition programs have not met
expectations and attempts to streamline the acquisition progress have not met
with success. Cycle times continue to lengthen and costs increase. In the view of
the task force, there are two chief causes for these circumstances: (1) there is not
sufficient leadership with proven experience to structure executable programs
and (2) the DOD IT acquisition process is inconsistent with the rapid pace of
commercial IT technology cycles. DOD must take action to remedy these
problems. Toward this end, this chapter summarizes the key findings and
recommendations of the task force.

Statutory Restrictions

The task force believes that the statutory framework is workable and is not a
major impediment to improving IT acquisition within DOD. Therefore, no
recommendations are offered in this area. The main issue with regard to
statutory influence is that Congress has lost confidence in DOD’s execution of
IT programs, which has resulted in increasing program scrutiny and budget
actions (generally funding cuts) for programs that are faltering. Since DOD
implementation of IT acquisition has fallen short, Congress has added additional
constraints on reporting and management, these could become problematic
when and if DOD begins executing programs well.

Acquisition Policies

Acquisition policies (DOD Directive 5000.1 and Instruction 5000.2) are
principally designed for programs where technology development for hardware
and software is a critical component. The recent release of DOD Instruction
5000.02, implemented December 2008, offers improvements to the process but
do not address the fundamental challenges of acquiring information technology
for its range of uses in DOD. Instead, a new acquisition approach is needed that
is consistent with rapid IT development cycles and software-dominated
acquisitions.
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RECOMMENDATION 1. NEW ACQUISITION PROCESS FOR INFORMATION

TECHNOLOGY

The Secretary of Defense should:

= Recognize that the current acquisition process for information
technology is ineffective. Delays and cost growth for acquisition of both
major weapons systems and information management systems create an
unacceptable risk to national security.

= Direct the USD (AT&L) and the Vice Chairman, Joint Chiefs of Staff to
develop new acquisition and requirements (capabilities) development
processes for information technology systems. These processes should
be applicable to business systems, information infrastructure, command
and control, ISR systems, embedded IT in weapon systems, and IT
upgrades to fielded systems.

= Direct that all personnel within the Office of the Secretary of Defense,
the Joint Staff, and the Services and agencies involved with acquisition be
accountable to ensure that their efforts are focused on the improvement,
streamlining, and success of the new process.

The USD (AT&L) should lead an effort, in conjunction with the Vice
Chairman, Joint Chiefs of Staff, to develop new, streamlined agile
capability (requirements) development and acquisition processes and
associated policies for information technology programs.

The task force proposes a new process, modeled on successful commercial
practices, for the rapid acquisition and continuous upgrade and improvement of
IT capabilities. The process is agile, geared to delivering meaningful increments
of capability in approximately 18 months or less, and leverages the advantages of
modern IT practices. Multiple, rapidly executed releases of capability allow
requirements to be prioritized based on need and technical readiness, allow early
operational release of capability, and offer the ability to adapt and accommodate
changes driven by field experience.

The process requires active engagement of the user (requirements)
community throughout the acquisition process, with “capability needs” (vice
requirements) constructed in an enterprise-wide context. It is envisioned that
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requirements will evolve to “desired capabilities” that can be traded off against
cost and IOC to get the best capability to the field in a timely manner. Systems
analysis should be used to determine capability needs trade-offs rather than the
typical functionality, cost, and IOC dates. A modular, open-systems
methodology is required, with heavy emphasis on “design for change,” in order
to rapidly adapt to changing circumstances. Importantly, the process needs to be
supported by highly capable, standing infrastructure comprising robust systems
engineering, model-driven  capability ~ definition, and implementation
assessments—to reduce risk, speed progress, and increase the overall likelihood
of repeated successes. Eatly, successive prototyping is needed to support the
evolutionary approach. In addition, key stakeholders—the CIO, PA&E,
DDR&E, OT&E, Comptroller, operational users, and others—need to be
involved early and constructively in the process, prior to the milestone build
decision.

Testing methodologies and procedures need to be engaged early and often in
the acquisition process, with integrated and continuous development and
operational testing practiced during the development and demonstration phase
for each capability release. Contracting vehicles need to be devised that are
flexible enough to support this agile process—that will allow for changes in
delivered capability within a particular increment, as well as allow capability to be
deferred to subsequent increments if needed. Crucial to the success of this new
process is continuity of funding, to maintain a solid funding stream for following,
sometimes overlapping, capability releases. Along with the flexibility built into
the process, relevant metrics need to be developed to continuously track IT
acquisitions to ensure that the expected capability is being provided, costs are
being managed, and the schedule to initial capability is on track. Finally, just as
there is no substitute for acquisition leadership experience, the same is true for
contactors. For contact award, program managers need to strongly consider
relevant contactor experience and past performance especially in large
acquisitions and ensure that key personnel are committed for the duration of the
project.

Implementation training for users is integral to the process. Training
packages need to be designed and tested before each release. After fielding,
testing of system effectiveness and the supporting training needs to be
performed to provide feed-back to system developers.

The task force believes that this new process will have applicability over a
broad range of new DOD IT acquisitions and upgrades to existing national
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security systems (including command and control systems), I'T infrastructure, and
other information systems (Figure 21). IT is not simply a niche consideration—it
touches a wide range of systems and, in turn, enables a wide range of capabilities.
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Figure 21. An Information Technology Acquisition Framework

Roles and Responsibilities of the
ASD (NII)/DOD CIO

The DOD CIO function is currently housed in the Office of the Assistant
Secretary of Defense for Networks and Information Integration (OASD
(NII)/DOD CIO). DOD CIO responsibilities are delineated within titles 10, 40,
and 44 of the U.S. Code. As designated in legislation, the ASD (NII)/DOD CIO
reports directly to the Secretary of Defense—a reporting chain that the task force
believes is critical and must continue in order for the ASD (NII)/DOD CIO to
have the necessary authority to carry out important department-wide functions.

The ASD (NII)/DOD CIO should have strong authorities and responsibility
for information policy vision, architecture, infrastructure, metadata and other
standards, spectrum, information assurance, interoperability, and enterprise-wide
systems engineering. The ASD (NII)/DOD CIO should be the Depattment’s
single authority for certifying that I'T acquisitions comply with an enterprise-wide
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architecture and should continually review ongoing programs for architectural
compliance. He or she should also be a ruthless designer of “the enterprise”
infrastructure and should approve I'T program manager training and certification
programs. However, the task force believes that some of the functions delineated
here need to be strengthened in order to ensure that the full responsibilities of
the office can be effectively executed.

These functions are also applicable to CIOs at the Service and agency level.
To execute the above responsibilities, Service and agency CIOs should also
directly report to the head of the Service or agency, as required by legislation.

RECOMMENDATION 2. ASD (NII)/DOD CIO RESPONSIBILITIES

The ASD (NII)/DOD CIO should actively exercise his or her
authority to certify that all IT acquisitions are consistent with the
Department’s net-centric architecture.

The ASD (NII)/DOD CIO must have strong authorities and
responsibilities for enterprise-wide information policy vision, architecture,
infrastructure, metadata and other standards, spectrum, interoperability,
information assurance, and system engineering.

Certain capabilities in the OASD (NII)/DOD CIO must be
strengthened in order to more effectively execute these responsibilities—
in particular, system engineering, information assurance, and network
integration.

In the Services and agencies, the CIOs should also have strong
authorities and responsibilities for system certification, compliance,
applications development, and innovation.

All CIOs should approve IT acquisition program manager training and
certification and advise the personnel selection process.

The DOD CIO, supported by CIOs at the Services and agencies,
should be responsible for certifying that systems and capabilities added to
the enterprise do not introduce avoidable vulnerabilities that can be
exploited by adversaries.
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System vulnerability to sophisticated adversary threats, and information and
mission assurance should be addressed throughout program development,
particulatly in the early stages during the business case analysis and development
phase. As new capabilities, infrastructure, and applications are added to a system,
this same assessment should be continuously monitored with particular emphasis
on source code analysis and supply chain risk assessment. A robust testing
program must also be established to minimize the introduction of new
vulnerabilities. New capabilities need to be tested in realistic test beds under a
variety of threat scenarios.

While not the centerpiece of this report, the task force believes that
information and mission assurance must be an integral element of the IT
acquisition process, not an afterthought. IT is far too important to the
Department’s war fighting and business endeavors to neglect information and
mission assurance, as the consequences of doing so can not only undermine the
current system but also other connected capabilities as well. In this context, it is
instructive to remember that there is no way to test a large I'T system to assure
that you “got what you wanted” and only what you wanted. Thus, since it is not
possible to assure that an IT system is entirely safe and reliable, operators
(combatant commanders) must develop field-testing procedures; tactics,
techniques, and procedures; and concepts of operations to operate with degraded
systems.

Milestone Decision Authority Roles and Responsibility

Clear roles and responsibilities of those with milestone decision authority are
essential if a new acquisition process is to be successful and the desired outcomes
achieved. The lack of clarity in this regard is one of the most significant
impediments to successful implementation of the current process. The task force
believes that the preferred approach should be delegation to the lowest level
milestone decision authority consistent with program risk.

Furthermore, acquisition authority and expertise within OSD is currently
spread across several organizations—under the USD (AT&L), the ASD (NII),
and in the Business Transformation Agency—resulting in diffusion of capability
and a competition among scarce resources. At the Service level, similar
disaggregation of responsibility also exists. This disaggregated approach seems
inefficient to the task force, resulting in a lack of enterprise-wide architecture and
coordination. Qualified IT acquisition and systems analysis and architecture
personnel are scarce and should not be spread among separate OSD
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organizations. Given the speed with which information technology advances, this
disaggregation exacerbates the ability to maintain currency and coordination
within the acquisition workforce.

It is important to recognize that I'T acquisition requirements are different
and, because IT touches nearly everything acquired by the Defense Acquisition
Executive (USD (AT&L)), it is more than a side consideration. Bringing together
the expertise from many organizations into a single one will help to ensure that
the unique attributes of I'T acquisition programs is better understood. In addition
to the matter of milestone decision authority responsibilities and organization,
the Defense Acquisition Executive advisory staff (DDR&E, PA&E, OT&E,
Comptroller, and others) issue definition and resolution process often
contributes to extended IT acquisition times.

RECOMMENDATION 3. ACQUISITION AUTHORITIES AND ORGANIZATION

The USD (AT&L) is responsible for all acquisitions, the acquisition
workforce, and is the milestone decision authority for all MDAP, MAIS,
and special interest programs. The USD (AT&L) should:

= aggressively delegate milestone decision authority commensurate with
program risk

* implement a more effective management and oversight mechanism to
ensure joint program stability and improved program outcomes

Consolidate all acquisition oversight of information technology under
the USD (AT&L) by moving into that organization, those elements of the
OASD (NII)/DOD CIO and Business Transformation Agency respon-
sible for IT acquisition oversight. The remainder of OASD (NII)/DOD
CIO is retained as it exists today, but should be strengthened as indicated
in the previous recommendation.”

29. We note that there was not a consensus view within the task force concerning this recommendation; a
dissenting view is included in Appendix A.
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Acquisition Expertise

A high degree of relevant technical and proven management capability is
needed for IT system acquisition leadership. In addition, a set of IT domain
experts are needed within the acquisition community to support acquisition
oversight and decision-making. OSD and the Services need IT acquisition staff
with extensive experience in large-scale, embedded, and commercial IT.

Today, the subject matter competencies required for successful enterprise IT
system acquisition are too often missing in government managers responsible for
program execution. Skills in program administration are confused with skills in
operational process design and/or with skills in IT. Contracting, budgetary, and
organizational design debates crowd out concepts of operations and system
engineering debates. Further, architecture is too often viewed as a paper exercise
rather than a model-driven, analytically supported, and rigorous engineering
process, incorporating enterprise-wide considerations for functionality and
interface definition. Within the Department, IT expertise is scarce and the
competition for talent is increasing.

There is no substitute for experienced program managers with track records
of proven success. In a review of major IT acquisition programs where cost,
schedule, or quality and performance were issues, three root causes emerged.
First, senior leaders lacked experience and understanding. Second, the program
executive officers and program managers had inadequate experience. Third, the
acquisition process was bureaucratic and cumbersome, where many who are not
accountable must say “yes” before authority to proceed is granted. Some of these
issues have been discussed previously in this report, but among these problems,
lack of experience dominated. The Department has mechanisms to acquire
experienced talent including the Intergovernmental Personnel Act and other
special hiring authorities. In general the DSB has found that these programs are
underutilized.

The experience and qualifications of OSD and Service leaders, and program
executive officers and program managers is critical to making the right
judgments to begin a program with executable objectives and then manage it to
successful completion.
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RECOMMENDATION 4. ACQUISITION EXPERTISE

The Secretary of Defense shall require that the Defense Acquisition
Executive (USD (AT&L)) and the component acquisition executives have
proven and relevant business experience in the appropriate areas of
acquisition, product development, and management. Such qualifications
apply to the ASD (NII)/DOD CIO and Service and agency CIOs as well.

The USD (AT&L) must work with Service and agency acquisition
executives to improve the capabilities and selection process for program
executive officers and program managers.

The USD (AT&L) shall direct the Defense Acquisition University, in
coordination with the Information Resources Management College, to
integrate the new acquisition model into their curriculum.

Conclusion

The task force believes that actions in these four areas will improve the
acquisition of information technology in DOD: (1) acquisition policies and
process, (2) roles and responsibilities of the CIO, (3) milestone decision authority
roles and responsibilities, and (4) acquisition leadership expertise. But caution is
offered that emphasis and focus only on the acquisition process is not enough.
While the task force feels that a new process is needed that better takes into
consideration the unique aspects of information technology, it alone will not
yield success. If the matters associated with responsibilities and authorities,
organization, and expertise are not also addressed, the new process proposed
here is likely to meet with the same outcomes as process improvements
recommended by other groups who have studied this issue. This set of
recommendations is designed to both streamline the I'T acquisition process and
address the fundamental problems that exist in the system today.
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Appendix A. Dissent to Report

I am gratified to see the changes to the original report which remove the
recommendation to move NII under AT&L. However, having removed that
recommendation, the report is not particularly consistent in other recommend-
dations. Since NII will remain as a direct report to the Secretary of Defense, the
lack of any discussion of using the Clinger-Cohen procedures to acquire IT
systems is disturbing. I disagree that the DOD would be better served by not
allowing the use of the alternative acquisition procedures available through
Clinger-Cohen. The DOD could acquire IT systems in the context of Process
Improvement where a business case is developed which combines Process
Changes with I'T acquisition. This would be particularly useful for the Business
Transformation Agency programs. Today, Clinger-Cohen allows the Secretary of
Defense to declare any IT program as a National Security System and leave only
Clinger-Cohen requirements for meeting standards from that acquisition, so
anything the report contemplates as an improvement by eliminating the Clinger-
Cohen acquisition process can be done today, but the department will lose an
alternative process to use when it is advantageous.

With only IT acquisition oversight of IT programs moving from NII to
AT&L, the number of NII personnel who would transfer would be less than six.
NII would have to have people reviewing the related programs in order to form
advice on possible changes which would lead to a better integrated result. Budget
reviews would still be required, Congressional interface would still be required,
and there would be increased overlap in those functions between AT&L and the
CIO. If so few people would move, then why move anybody? Such a
recommendation is inconsistent with the dialog in the report suggesting that
concentration of the few IT professionals in OSD is desirable. Perhaps a better
recommendation would be for AT&L to reorganize within its resources to have a
focal point for IT as it applies to embedded systems and those IT systems which
are determined to be National Security Systems. That office could be the major
coordination vehicle with NII to maximize the utility of the Clinger-Cohen
process to areas where it might be more effective than use of the 5000 processes.

John Stenbit
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Terms of Reference and Legislative Directive






THE UNDER SECRETARY OF DEFENSE

3010 DEFENSE PENTAGON
WASHINGTON, DC 20301-3010

MAY 0 1 {308

ACQUISITION,
TECHNOLOGY
AND LOGISTICS

MEMORANDUM FOR CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Terms of Reference -- Defense Science Board Task Force on the
Department of Defense Policies and Procedures for the Acquisition of
Information Technology

In accordance with section 887 of the National Defense Authorization Act for
FY 2008 (PL 106-65), you are requested to carry out a review of Department of D¢ fense
policies and procedures for the acquisition of information technology.

The purpose of the Task Force will be to determine whether existing acquis:tion
policies and processes provide the foundation necessary for an effective acquisition
model and to identify recommended improvements to enhance the Department’s
approach to information technology acquisition.

The matters addressed by the review shall include the following:

(1) Department of Defense policies and procedures for acquiring information
technology, to include national security systems, major automated inforrnation
systems and business information systems, and other information technology.

(2) The roles and responsibilities in implementing such policies and procedures of:

(a) The Under Secretary of Defense for Acquisition, Technology, and
Logistics;

(b) Chief Information Officer of the Department of Defense;

(¢) The Director of the Business Transformation Agency;

(d) The Service Acquisition Executives;

(¢) The Chief Information Officers of the Military Departments;

(f) Defense Agency acquisition officials;

(&) The Information Officers of the Defense Agencies, and;

(h) The Director of Operational Test and Evaluation and the heads of the
operational test organizations of the military departments and the
Defense Agencies.

(3) The application of such policies and procedures to information technologies
that are an integral part of critical weapons or weapons systems.

<o



(4) The requirements of subtitle III of title 40, United States Code, and chapter 35
of title 44, United States Code, regarding performance-based and results-based
management, capital planning, and investment control in the acquisition of
information technology.

(5) Department of Defense policies and procedures for maximizing the usage of
commercial information technology while ensuring the security of the
microelectronics, software, and networks of the Department.

(6) The suitability of Department of Defense acquisition regulations, including
Department of Defense Directive 5000.1, Department of Defense Instruction
5000.2, and the accompanying milestones, to the acquisition of information
technology systems.

(7) The adequacy and transparency of metrics used by the Department of Defense
for the acquisition of information technology systems.

(8) The effectiveness of existing statutory and regulatory reporting requirem.ents
for the acquisition of information technology systems.

(9) The adequacy of operational and development test resources (including
infrastructure and personnel), policies, and procedures to ensure appropriate
testing of information technology systems both during development and before
operational use.

(10) The appropriate policies and procedures for technology assessment,
development, and operational testing for purposes of the adoption of
commercial technologies into information technology systems.

A report will be submitted to the Secretary of Defense and Congress not later than
January 28, 2009.

Where relevant, the Task Force should draw upon previous DSB reports to include
the 2006 Summer Study on Information Management for Net Centric Operations, the
Task Force reports of Mission Impact of Foreign Influence on DoD Software, and High
Performance Microchip Supply.

The study will be sponsored by me as the USD(AT&L) and the ASD(NII). Dr.
Ron Kerber and Mr. Vince Vitto will serve as the Task Force Chairpersons. Mr. Skip
Hawthorne, OUSD(AT&L) will serve as the co- Executive Secretary and LTC Karen
Walters, USA, will serve as the DSB representative.



The Task Force will operate in accordance with the provisions of P.L. 92-4€3, the
“Federal Advisory Committee Act,” and DoD Directive 5105.4, the “DoD Federal
Advisory Committee Management Program.” It is not anticipated that this Task Force
will need to go into any “particular matters” within the meaning of section 208 of title 18,
U.S. Code, nor will it cause any member to be placed in the position of acting as a
procurement official.
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SEC. 887. DEFENSE SCIENCE BOARD REVIEW OF DEPARTMENT OF DE-
FENSE POLICIES AND PROCEDURES FOR THE ACQUISI-
TION OF INFORMATION TECHNOLOGY.

(a) REVIEW REQUIRED.—Not later than 90 days after the date
of the enactment of this Act, the Secretary of Defense shall direct the
Deffense Science Board to carry out a review of Department of De-
fense policies and procedures for the acquisition of information tech-
nology.

(b) MATTERS TO BE ADDRESSED.—The matters addressed by the
review required by subsection (a) shall include the following:

(1) Department of Defense policies and procedures for ac-
quiring national security systems, business information sys-
tems, and other information technology.

(2) The roles and responsibilities in implementing such
policies and procedures of—

(A) the Under Secretary of Defense for Acquisition,

Technology, and Logistics;

(B) the Chief Information Officer of the Department of

Defense;

(C) the Director of the Business Transformation Agen-
cy;

(D) the service acquisition executives;

(E) the chief information officers of the military depart-
ments;

(F) Defense Agency acquisition officials;

(G) the information officers of the Defense Agencies;
and

(H) the Director of Operational Test and Evaluation
and the heads of the operational test organizations of the
military departments and the Defense Agencies.

(3) The application of such policies and procedures to infor-
mation technologies that are an integral part of weapons or
weapon systems.

(4) The requirements of subtitle III of title 40, United States
Code, and chapter 35 of title 44, United States Code, regarding
performance-based and results-based management, capital
planning, and investment control in the acquisition of informa-
tion technology.

(5) Department of Defense policies and procedures for maxi-
mizing the usage of commercial information technology while
ensuring the security of the microelectronics, software, and net-
works of the Department.

(6) The suitability of Department of Defense acquisition reg-
ulations, including Department of Defense Directive 5000.1 and
the accompanying milestones, to the acquisition of information
technology systems.

(7) The adequacy and transparency of metrics used by the
Department of Defense for the acquisition of information tech-
nology systems.

(8) The effectiveness of existing statutory and regulatory re-
porting requirements for the acquisition of information tech-
nology systems.

(9) The adequacy of operational and development test re-
sources (including infrastructure and personnel), policies, and
procedures to ensure appropriate testing of information tech-
nology systems both during development and before operational
use.

(10) The appropriate policies and procedures for technology
assessment, development, and operational testing for purposes
of the adoption of commercial technologies into information
technology systems.

(¢) REPORT REQUIRED.—Not later than one year after the date
of enactment of this Act, the Secretary shall submit to the congres-
stonal defense committees a report on the results of the review re-
quired by subsection (a). The report shall include the findings and
recommendations of the Defense Science Board pursuant to the re-
view, including such recommendations for legislative or administra-
tive action as the Board considers appropriate, together with any
comments the Secretary considers appropriate.
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Technology Readiness Assessments as
Part of the DOD Acquisition Process

JCIDS and Information Technology
Requirements

Analysis of Alternatives Process for IT
Systems

Acquisition of Information Technology —
Operational Test Considerations

Transition to Open Systems

Planning, Programming, Budgeting and
Execution Process

Agile Acquisition Process
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ACAT
AIS
AOA

ASD (NII)

CAE
CDD
CERT/CC
clo
COTS
CVE
DAB
DBSMC
DDR&E
DISA
DOD
DODD
DSB
DT/OT
DUSD (S&T)
EA

EDS
ESLOC
FY

GAO
GIG

ICD

loC
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acquisition category
automated information system

analysis of alternatives
Assistant Secretary of Defense for Networks and Information Integration

component acquisition executive

Capabilities Development Document

Computer Emergency Response Team Coordination Center
Chief Information Officer

commercial off-the-shelf

Common Vulnerabilities Enumeration

Defense Acquisition Board

Defense Business Systems Management Committee
Director of Defense Research and Engineering
Defense Information Systems Agency

Department of Defense

Department of Defense Directive

Defense Science Board

developmental test/operational test

Deputy Under Secretary of Defense for Science and Technology
economic analysis

Electronic Data Systems

executable source lines of code

fiscal year

General Accountability Office

Global Information Grid

Initial Capability Document

initial operational capability
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IOT&E Initial Operational Test and Evaluation

IRB Investment Review Board

ISR intelligence, surveillance, and reconnaissance
IT information technology

ITAB Information Technology Acquisition Board
JCIDS Joint Capability Integration and Development Systems
JCS Joint Chiefs of Staff

JTRS Joint Tactical Radio System

LOC lines of code

MAIS major automated information system

MBD Milestone Build Decision

MDA milestone decision authority

MDAP major defense acquisition program

MDD Materiel Development Decision

MRAP Mine Resistant Ambush Protected

MUOS Mobile User Objective System

NASA National Aeronautics and Space Administration
NECC Net-Enabled Command Capability

NIl Network and Information Integration

NMCI Navy Marine Corp Intranet

NSS national security systems

NVD National Vulnerability Database

OASD (NII) aif;(;?a(:;‘otr?e Assistant Secretary of Defense for Networks and Information
OIPT Overarching Integrated Product Team

OsD Office of the Secretary of Defense

OSvVDB Open-Source Vulnerability Database

OT&E Operational Test and Evaluation

PA&E Program Analysis and Evaluation

QDR Quadrennial Defense Review

RDT&E research, development, test, and evaluation

SDD System Development and Demonstration



SISOS
sLoC

SOA

s&T

TRA

TRL

USD (AT&L)

GLOSSARY

software intensive systems of systems
source lines of code

service-oriented architecture

science and technology

Technology Readiness Assessment
technology readiness level

Under Secretary of Defense for Acquisition, Technology, and Logistics
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